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A major theme of the Sarbanes-Oxley Act (Sarbox) is the personal accountability of management for financial reports and the processes by which such reports are created. Under Section 302 of the Act, the Chief Executive Officer (CEO) and Chief Financial Officer (CFO) are personally and legally responsible for the effectiveness of internal control over business processes and the related information systems that record, store and process the results of such processes into financial statements. Subsequent guidance issued by the Public Companies Accounting Oversight Board (PCAOB) explicitly states that this responsibility is not reduced by the involvement of external organizations in a company’s business processes (PCAOB, 2003a, paragraph B19). Section 404 of the Act requires management to include a report on the effectiveness of internal control in the annual report, and further requires the external auditor to provide assurance on the internal control report.

 This article identifies and discusses the Sarbox issues associated with outsourcing and other provisions of services by external organizations. The information technology function will be emphasized, but most of the issues raised and suggestions made apply to all outsourced functions that affect financial reporting. 

Outsourcing is a general term covering a variety of different approaches to obtaining services outside the organization. For example, a company may outsource financial processes such as payroll or accounts receivable. The routine day-to-day accounting system might be outsourced. Information systems outsourcing is very common, and may include information systems development, maintenance, or, the entire systems life cycle. Outsourcing vendors may utilize their resources, such as manufacturing facilities, computer systems and software, or may simply manage or operate resources owned and housed by the outsourcing firm. All of these variations have different risk and internal control implications. 

Closely related to outsourcing but on a smaller scale is inter-enterprise application integration. This term refers to the integration of applications across different companies to implement business processes
. In today’s environment the vendor and outsourcing firm’s systems are often tightly integrated, sometimes to the point where it is difficult to identify the boundary between the entities. Advances in networking and distributed computing technology permit the atomization of business process across scores of organizations.  A single real-time business process can utilize resources from multiple entities in milliseconds. For example, a company’s sales order system might be seamlessly integrated with Vendor A’s credit management system (customer credit approval), Vendor B’s sales tax lookup system (look up local sales tax for customer address), and Vendor C’s freight system (obtain freight charges). The order could initiate a production order within the outsourced Material Requirements Planning (MRP) system, operated by an Applications Service Provider (ASP), Vendor D.  Based on the production order, an Internet-based Supply Chain Management (SCM) system could then order raw materials and sub-assemblies from Vendors E, F and G. Rapidly growing Internet technologies based on eXtensible Markup Language (XML) and eXtensible Business Reporting Language (XBRL) might be used to support these integrated processes. In many business processes of this type, the boundaries between the internal and external organization are indistinct. 

Individual tasks performed by external entities are not always material to the outsourcer’s financial reporting. However management should consider whether the aggregate exposure from all of the externally implemented processes is material. The number of real-time vendor interactions and the complexity of the interactions between the outsourcer and its vendors may create some difficulty in determining the level of risk.


Sarbanes-Oxley imposes higher standards for internal control over business processes at a time when infrastructure developments affecting the boundaries of firms may make achieving this goal more problematic. In his theory on firm size, Coase (1937) explains why companies evolved into the large, vertically integrated structures of the mid- 20th century. He pointed out that firms grew because it cost less for them to supply their own inputs than to purchase the inputs in the market. However the computer and telecommunications revolutions of the late twentieth century have reduced transaction costs to the point were it is cheaper for firms to purchase their input resources. This encourages firms to focus on their core competencies – that which they can do cheaper, and to outsource the rest. It is now more often economical for firms to work with other firms in "firm networks" than it is for a firm to supply its needs internally.  Micklewait and Woolridge (2003) in their history of the company write:

“The story of the company in the last quarter of the twentieth century is of a structure being unbundled.  Companies were gradually forced to focus on their "core competencies."  Ronald Coase's requirement of the company—it had to do things more efficiently than the open market—was being much more sorely tested.”  


As companies have reduced their vertical scope through outsourcing, the business processes contributing data flowing into a company's financial statements may be spread across several companies.  

Problems with Outsourcing under Sarbanes-Oxley

Under Sarbox, management’s responsibility to maintain an effective system of internal control over financial reporting cannot be transferred to external entities. This responsibility under Sarbox conflicts with the current trend toward the wholesale outsourcing of business processes and the growth of inter-enterprise application integration. Under Section 302, company executives are responsible for any material weaknesses in internal control that a service provider might introduce into the business process and information systems.  With more of a company's business processes located within external organizations, it may be inherently more difficult for a CEO or CFO to verify that adequate internal controls exist over those processes. Table I lists the major issues with outsourcing under Sarbanes-Oxley.

An interesting insight is that the management of a firm whose business processes are outsourced is personally responsible under the law to a greater extent than the vendor’s management. Even if the vendor is publicly traded and subject to Sarbox, the vendor’s management is legally responsible for their financial controls. Their customer’s financial controls, while important, are merely a product quality issue. 
The transparency of externally operated business processes is another issue under Sarbox. In this context transparency refers to the ability to completely and continuously observe the external process in operation. The need for transparency is in conflict with the typical reasons that outsourcing is done in the first place. Outsourcing vendors are generally chosen for their expertise and efficiencies in a particular business process. They are generally given relatively free rein to implement and operate processes are they see fit. Services are often provided at external locations using resources owned or contracted by the vendor such as employees, computers, software and sub-contractors. Typically, the outsourcer can observe the output of an outsourced process, but cannot continuously observe the actual process. Likewise, the outsourcer cannot continuously observe the internal controls over the actual process. Geographical distance exacerbates this problem. Offshoring raises an additional and separate set of issues that will be addressed later in this article.

Another issue created by Sarbox is that the outsourcing vendor may be required by their customers to document its processes and controls to a far greater extent than what is typically practiced today. While it is common for firms to document business processes, it is unlikely that either an outsourcing firm or vendor would fully document their entire system of internal control. Prior to Sarbox, internal controls were the responsibility of management, but evaluated by internal and external auditors only to the extent necessary to determine whether they could be relied upon. Such a documentation of internal controls is intended solely to determine the extent of substantive audit tests.

Another area where documentation is typically lacking is the documentation of changes to business processes and their related controls. It is not unusual to make changes in a business process or control in the middle or beginning of a year. However, management’s certifications cover the entire period reported. Without an adequate change tracking system, management or its auditors would be unable to determine whether an internal control system assessed as adequate based on year-end tests would have been adequate for the entire period reported.    

In the past, management relied heavily upon the reputation of its vendors, the quality of the current and historical relationship the firm has with their vendors. Process quality certifications such as the International Standards Organization (ISO) 9000 series and the Capability Maturity Model (CMM) were considered to be highly desirable.   Management also relied upon their belief that the outsourcing contract covered all contingencies and was enforceable. In many cases, the outsourcer did not monitor the vendor’s operations except by evaluating the quality of the output received from the vendor. 

It is commonplace for outsourcers to have no knowledge of the internal controls over the vendor processes that are material to their financial reporting. This position is quite risky as a San Francisco hospital discovered the hard way (Lazarus, 2003).  The hospital outsourced medical transcription services to a local medical transcription service. This service was behind so they outsourced the work to a second medical transcription firm, this time in Texas. The second firm then outsourced the work to a medical transcriptionist in Pakistan. This came to the hospital’s attention when they received an e-mail from the transcriptionist in Pakistan asking the hospital to intervene as she had not been paid for her work. To punctuate her request, she attached digitized voice files of the hospital’s doctors dictating their patient reports with a threat that she would release them on the Internet if she were not paid soon. The lesson, of course is to know and monitor your vendor’s business processes and controls. 

Monitoring Outsourced Processes – SAS 70

Prior to Sarbox, firms that wished to obtain assurance on the description of the vendor’s business processes and internal controls, and additionally, the effectiveness of internal controls, relied upon audit reports created under the Statement of Auditing Standards (SAS) 70, an audit standard promulgated by the American Institute of Certified Public Accountants (AICPA) in 1993. Entitled, “Service Organizations,” this standard was designed to reduce duplication of audit procedures by providing a single audit report on the vendor’s internal controls. This report is typically paid for by the vendor and made available to all of the vendor’s customers and their auditors. A single audit report avoids the duplicative effort of each customer’s auditors performing a complete audit of the service organization’s business processes.  The outsourcer’s auditors would simply rely upon the SAS 70 opinion with respect to the outsourced business processes in their audit of the outsourcing firm.   

SAS 70 provided for two types of audits, a Type I audit and a Type II audit. In a Type I audit report the auditor attests to the service provider’s description of controls and to the suitability of controls to achieve the control objectives. A Type II audit report contains an attestation to the effectiveness of internal control. Neither a Type I nor Type II audit will guarantee compliance with Sarbox for a number of reasons. First, under Section 404 of Sarbox, management is required to evaluate the effectiveness of internal control on a quarterly basis in order to certify its effectiveness in its quarterly SEC filings. The timing of the SAS 70 audit is critical. Management’s assessment of internal control must be completed no more than 90 days prior to the quarterly report date (PCAOB, 2004a, paragraph B25). SAS 70 audits have typically been performed on an annual basis and changes in controls could occur subsequent to the SAS 70 report. Second, management is responsible for the entire system of internal control. A vendor may have effective controls as indicated by a SAS 70 report, and the company may have adequate controls prior to and beyond the outsourced function. However, the controls could be non-existent or ineffective at the interface points between the vendor and outsourcing firm. Third, the scope of a SAS 70 audit may not be sufficiently broad for the purposes of Sarbox (PCAOB, 2004a, B26). A typical SAS 70 report is developed under a “one size fits all” approach. Audit procedures are performed and assurance issued that are expected to meet the needs of most firms. However, the diversity of systems utilized and risks faced by the vendor’s customers may undercut the suitability of this approach.  It may be necessary for the vendor’s or outsourcer’s auditor to perform additional audit work beyond the SAS 70 audit to deal with timing, interface  and suitability issues.

SAS 70 was written at a time that the commercial application of the Internet was strictly a topic of academic interest
. This has implications for many of the network-supported innovations that have evolved over the past twelve years.  HTML and Internet browsers were newly developed and e-commerce, with the exception of Electronic Data Interchange (EDI), was several years away. The technology to support outsourcing consisted of the mails, the telephone, dedicated networks and value-added networks created by telecommunications common carriers. Information flows between vendors and outsourcing firms where loosely coupled using paper reports, computer tapes and network file transfers exchanged typically on a daily or weekly basis. In today’s environment the vendor and outsourcing firm’s systems are often tightly integrated, sometimes to the point where it is difficult to identify the boundary between the entities.

It should be noted that process quality certifications such as ISO 9000, SystrustSM, and CMM do not satisfy the Sarbox requirement to evaluate the effectiveness of the system of internal control. The ISO certification relates to the quality management system of an organization meeting one or more pre-determined ISO standards (SAS 70.com, 2004) while the CMM certification relate to the maturity of an organization’s software processes (Herbsleb, 1997).  Similar to SAS 70, SystrustSM is an assurance service offered by Certified Public Accountants and Canadian Chartered Accountants that offers assurance on ”trust principles” relating to the availability of a system, security issues and the integrity and maintainability of a system (AICPA, 2002). These and other quality certifications are desirable as general controls within the vendor’s domain, but cannot substitute for a SAS 70 audit.  

Sarbanes-Oxley Section 409 Issues


Section 409 of the Sarbanes-Oxley Act and guidance subsequently issued by the Securities and Exchange Commission (SEC) requires companies to report material changes in operations and financial position within four business days (Additional Form 8–K Disclosure Requirements, 2004). As with the executive’s accountability for internal controls, the responsibility to comply with this section cannot be transferred to third parties. Likewise, the executives are personally and legally responsible to a greater extent than their outsourcing vendors. While a compliance deadline for this section has not yet been set, many sources suggest that this section might require information technology efforts on the magnitude of the Y2K projects a few years back (e.g., Vaughn, 2004; Hoffman, 2003). It is thought that most companies would have difficulties complying with this section with their in-house systems. Once again, outsourced systems bring additional layers of complexity to the problem. 

Section 409 consists of only two paragraphs, but has potential ramifications that go far beyond those of Section 404. With Section 404, we are only dealing with internal controls over existing business processes. Section 409 can require radical change to business processes or the scrapping of existing systems and the implementation of new systems. Many organizations utilize multiple diverse legacy systems that are clumsily interfaced to each other. Many of these systems utilize batch processing
 and operate on different transaction cycles
.  A batch system that is designed to operate on a weekly transaction cycle is not much help in the face of a four day reporting requirement. In fact, it is not unusual for the legacy systems of an organization to be in sync with each other only at the monthly period end. This situation can exist where information systems are wholly in-house. What happens when portions of the business process are outsourced? And what if our vendors utilize batch systems with incongruent transaction cycles relative to in-house systems or other vendor’s systems.

There are also important agency issues that arise in an outsourcing environment.  As stated previously, outsourced business processes are not as transparent as in-house processes. Combine that with the usual incentives that vendors have to delay bad news or to be unjustifiably optimistic and there is an additional concern about Section 409 compliance.

Sarbox Section 409 has obvious ramifications for outsourced information technology activities, but there are issues with other outsourced functions as well. With a tightly integrated supply chain, a catastrophe at a key vendor could well be a reportable event. In a just-in-time supply operation, an explosion or fire in a plant making a key component for the company’s main product could well result in a Section 409 reportable event.
 Multi-level outsourcing activities are also a Section 409 compliance issue. Without contract language or a specific law that restricts an outsourcing vendor, the vendor could outsource or sub-contract further a “critical function with financial reporting implications” (KPMG, 2003). As KPMG (2003) notes, the outsourcing organization would not have a contractual relationship with a party performing a critical function. To illustrate, the above-described medical transcription scenario could just as easily involve a company’s receivables or payables. 
Offshoring issues under Sarbox

Firms with offshored business processes have an additional layer of issues to deal with under Sarbanes-Oxley. In addition to geographical distance, complications arise from the existence of different languages, legal systems and cultures. The potential for agency problems are pronounced in an offshore environment. As Sarbanes-Oxley is a US law pertaining solely to companies whose securities are traded in US markets, many offshore outsourcing vendors are unfamiliar with its requirements. Further, such vendors may be unwilling or unable to comply with US law (Avellanet, 2003). The authors are uncertain as to whether a foreign audit firm issuer of a SAS 70 report must be registered with the SEC in order for US auditors to rely upon the SAS 70 report, but in any event, issues exist surrounding the availability and costs to obtain a SAS 70 report in an offshore environment.  

Recommendations

With few exceptions, all of the Sarbox compliance issues that exist in in-house systems are found in outsourced business processes. The following suggestions should be considered an adjunct to the methodologies and processes you are using to achieve Sarbox compliance in your in-house systems. We caution the reader to consider materiality and cost versus benefit in considering the following recommendations. In this case, materiality should be considered on both an individual and aggregate basis. Table II summarizes our suggestions.    

Transparency is the watchword in negotiating or re-negotiating your outsourcing vendor contracts. Your contracts should allow for an inspection or audit of appropriate vendor facilities or records at any time. The vendor processes that provide your services and the controls over those processes should be clearly, accurately and fully documented in a form that is accessible by your firm. Remember, it is your CEO that is certifying under penalty of law that their controls over your financial reporting are effective. The agreement should also provide for prior or timely notification of any changes to their process and the immediate notification of any material weaknesses discovered in the internal controls over their process. The contract should also provide for the vendor periodically undergoing a SAS 70 Type II audit. The contract should either address the timing of the audit in order to comply with the 90-day rule in Sarbox Section 302 and the subsequent PCAOB guidance (PCAOB, 2004a), or should address the need for additional procedures to cover the interval between the SAS 70 date and the outsourcer’s financial statements. Which party bears the costs of the SAS 70 report and any additional procedures should also be addressed. Finally, financial penalties should be considered for non-compliance with the internal control or business process transparency provisions of the contract. These provisions are particularly amenable to a “no harm, no foul” rationalization by a vendor who is focused on the outputs of the process. Financial penalties should provide an appropriate incentive for compliance.


You should also consider whether the outsourced activity could result in a reportable event under Section 409. If so, consider requiring the vendor to have a process in place to detect and report material events on a timely basis.

The outsourcing agreement should also address when an outsourcing vendor is permitted to further outsource or sub-contract your business process. At a minimum, all such outsourcing on the part of your vendor should be timely disclosed. Your agreement should provide for your prior approval if the further outsourced activity is material to your financial reporting or if a Section 409 reportable event could occur within or result from the activity. 


The existence of inter-enterprise systems integration is often not well documented. All interface points to external organizations should be documented. The materiality of each integrated activity should be evaluated and if material (individually  or aggregate), the risks and controls at such points should likewise be documented and evaluated.


If you are considering utilizing business process management (BPM) or change tracking software to achieve Sarbox compliance, that system should address outsourcing situations. Likewise, if you use a document management or workflow system to achieve Sarbox compliance, it should also cover outsourced processes.


The outsourcing agreement should have sufficient flexibility to address changes in controls and business processes that may arise from new rules and new interpretations of existing rules and guidelines to implement Sarbox. A firm should not put itself in the position of having to continuously renegotiate its contracts. 

Summary


Outsourcing presents challenging problems in Sarbanes-Oxley compliance. With top management being personally and legally responsible for the business processes and controls of their vendors, the management of outsourcing vendors is now a mission-critical activity.  Agency problems, a lack of transparency and geographical distance all contribute to the additional layer of complexity that outsourcing brings. As stated before, transparency is the watchword. SAS 70 Type II reports may be used to comply with Section 404 of the Act, but the specific timing of the report may need to be coordinated with the outsourcer’s annual report. 
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Table I

Major Outsourcing Issues Under Sarbanes-Oxley

· CEO and CFO are responsible for internal control effectiveness of external organizations

· Outsourcing vendor’s management is NOT legally responsible for customer’s internal controls

· Outsourced business processes and internal controls that are material to financial reporting must be transparent

· Any vendor changes to business process and internal controls must be evaluated and documented

· SAS 70 is not a panacea – careful coordination with the timing and extent of the annual report is required

· Offshoring situations create another layer of issues

· Sarbox Section 409 compliance is much more involved than 302/404 compliance

Table II

Provisions to consider in your outsourcing agreements

· Right to audit and right to inspect vendor facilities, books, resources, etc. at any time 

· Accessible, accurate, clear and up-to-date documentation of vendor processes and internal controls

· Notification of changes and any discovered material weaknesses in controls

· SAS 70 Type II Audit coordinated with your financial report

· Identification of who bears the cost of SAS 70 audits or any additional procedures needed to comply with Sarbox

· No sub-contracting or multi-level outsourcing without express permission (or timely disclosure)

· Flexibility to deal with new or changed Sarbox rules or authoritative guidance

· Financial penalties for failure to document processes/controls or to maintain internal controls

� The term enterprise application integration typically refers to the process of using specialized software to integrate information across diverse functional area (e.g. accounting, marketing, production) systems. Inter-enterprise application integration is defined as an EAI that integrates applications across the external boundaries of an organization.





� The Internet was used almost exclusively for military and academic purposes until approximately 1994.


� In batch processing, transactions are collected as they occur and are processed on a scheduled, periodic basis. For example, a customer or general ledger account would only be accurate immediately after batch processing – subsequent transactions are not be reflected until the next batch is processed.


� A transaction cycle is how often batches are processed – daily, weekly, monthly, etc.
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