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The purpose of internal controls is to identify, manage and control risks that could prevent the organization from achieving its objectives. The information technology (IT) function designs, develops, implements and maintains much of an organization’s business processes. Their attitudes toward risk and internal control are a major factor in the internal control environment of any organization.

 This article discusses the importance of IT to the internal control environment and describes aspects of information technology professional culture that influence IT’s perception of its role with respect to financial controls. This perception of their role has implications for the internal control environment and may be inimical to compliance with the Sarbanes-Oxley Act. We also make suggestions to address the issues that we identify. This topic is particularly important in light of Sarbanes-Oxley initiatives in progress at most publicly traded and many non-publicly traded companies. Some of major issues relating to IT and internal control are summarized in Exhibit 1. 


Internal controls of business organizations are receiving unprecedented attention as firms rush to comply with the Sarbanes-Oxley Act. Two provisions of the Act relate to internal controls. Section 302 requires both the CEO and CFO of a publicly traded company to certify that the organization has established and maintains an effective system of internal control. Section 404 requires the organization’s auditor to provide assurance on management’s assessment of internal control.  This provision has been operationalized in the first Standard issued by the Public Companies Accounting Oversight Board (PCAOB), PCAOB Auditing Standard Number 2, An Audit of Internal Control Over Financial Reporting Performed in Conjunction with an Audit of Financial Statements. 


Attitudes and risk awareness of the IT function are crucial to compliance with the internal control requirements of Sarbanes-Oxley.  IT is responsible for designing, implementing and maintaining many of the controls over an organization’s business processes and has a critical role in collecting, processing and storing transaction data that is summarized and reported in financial statements. In a discussion document on IT controls and Sarbanes-Oxley issued by the Information Systems Audit and Control Foundation (ISCAF) (2003), several comments are made on the importance of IT:

“…IT professionals, especially those in executive positions, need to be well versed in internal control theory and practice to meet the requirements of the Act” (p. 2)

“IT . . . systems are deeply integrated in financial transactions . . . and inextricably linked to the overall financial reporting process.” (p. 6)

“IT is very important to internal control over financial reporting.” (p. 29)

Many of the internal controls over financial data are incorporated in computer programs, processes, and procedures that are written, implemented and maintained by the IT function. Corporate assets can be transferred and liabilities incurred through transactions initiated without human action by computerized processes. Securities transactions, purchases of materials, and wire transfers are routinely initiated by computer processes and consummated within computer processes residing within external entities. The degree of automation can be such that human activity is limited to promulgating policies and rules, and, reviewing results.

Surprisingly, there is evidence that some firms do not view the information technology function as having an important role in their Sarbanes-Oxley initiatives. A survey of top Fortune 100 companies conducted by Worthen (2003) reports most executives viewed compliance with Sarbanes-Oxley as a finance issue and that it was premature for the CIO to even be involved.  A Gartner survey of 75 senior compliance executives found that 37% of companies have no IT representation on Sarbanes-Oxley compliance teams (Leskeia and Logan, 2003). In light of IT’s prominence in most firms’ business processes, this situation is perplexing, to say the least.

An example of the importance of including IT in Sarbanes-Oxley initiatives is the documentation of existing internal controls. This documentation is a necessary step in complying with the report on the adequacy of internal control required by Section 302 of the Act.

It is not uncommon for formal documentation of a company’s information systems and components to be incomplete, obsolete, incorrect, incomprehensible or non-existent. In many cases, the only reliable documentation of business processes and internal controls is the logic within computer programs, and the values of parameters used to control information processing.  For individuals to understand the detailed implementation of business processes and internal controls, they would need to have sufficient technical knowledge of computer programming languages, operating systems, networks as well as internal control concepts. Documenting these processes and controls requires technical knowledge that is not likely to exist outside of the information technology area, with the exception of specialized information systems auditors elsewhere within the organization. Accordingly, participation of the IT function is critical to documenting a firm’s financial controls.

IT Culture and Risk 

Culture is defined as the shared values, beliefs and assumptions of a people or group. Discussions of organizational culture are not uncommon in popular business magazines and newspapers. The concept of a professional culture is likewise well accepted. It is not difficult to think in terms of the professional culture of engineers, social workers and lawyers. The information technology profession has a culture that can influence a firm’s internal control environment. 


Information technology culture affects the control environment on two levels. First, IT culture affects the environment through the manifestation of culture at the individual level. The performance of routine and non-routine tasks is influenced by IT practitioners’ shared culture.  Second, business literature is replete with examples of intraorganizational conflict that arises from cultural differences between the IT function and other functional areas. Some issues relating to IT professional culture are presented in Exhibit 2. 

Shared values, beliefs and attitudes of information technology culture


Like all technologists, information technology professionals value efficiency and elegance in the solutions that they create. In this context the word “elegance” refers to a novel, abstract and highly efficient solution to a problem. While elegance is in fact desirable, it requires a complete understanding of a problem and its context. An elegant solution reduces a problem to its fundamental components. If a problem is not well understood, the elegant solution may well be incomplete. Another shared value in IT culture is a preference for using new and emerging technology. This preference often leads to the use of new or emerging technology when older, effective, economical and proven technology exists. The risk characteristics of new and emerging technologies may be different from that of existing technologies and new internal controls may need to be developed to maintain an acceptable level of risk. 

IT culture tends to de-emphasize the importance of its practitioners possessing knowledge of the “business” areas of an organization. Although IT has a pervasive role in the design, implementation and operations of the entire organization’s business process, its practitioners often have the view that they can create and maintain the organization’s information systems with little or no functional area knowledge. Many IT professionals see their role as mechanically creating systems designed by others. They perceive that their job is to gather requirements and specifications and then design and implement the system.  Typically they are unconcerned with independently evaluating requirements.  They make little or no effort to acquire knowledge in the area in which they are programming. If an application is functionally ineffective, these IT specialists feel that their only responsibility is to modify it according to a revised set of requirements developed by a domain knowledge expert, an individual with expert knowledge of the function the application is to perform.  An accountant might act as a domain expert in specifying how to classify, summarize and record transactions for financial and managerial reporting purposes. A production manager might specify the conditions under which an automated purchase order could be initiated.
There is an implicit assumption that a domain knowledge expert exists that can completely and unambiguously specify the requirements of the system to a technical expert lacking knowledge of business practices and processes. However, ambiguity is a fact of life in business terms and phrases. The accounting term  “register” is used to denote a log or journal (as in check register), or a sub-ledger (as in fixed assets register) depending on the context. The word appraisal means a formal opinion on the value of property in the context of accounting and finance, while a production manager would define the word appraisal in the context of evaluating, inspecting or testing a product. Accordingly, there are significant risks of miscommunication between a domain expert and an IT specialist where the specialist lacks domain knowledge. 

IT education and internal control

The IT practitioner’s attitudes toward risk and internal control should not be a surprise. With the exception of IT professionals holding degrees in accounting, few information technology practitioners are formally trained in financial control concepts (e.g., ISACF, 2003). At the undergraduate level, those with degrees in accounting or accounting information systems have usually covered financial controls in their curricula. IT practitioners with other business degrees, including management information systems (MIS) majors, receive limited coverage of financial controls concepts in first-year accounting courses and incidental coverage in other business courses. Computer science (CS) majors are much less likely to have received any formal training in internal control as it relates to business processes, although some may have taken electives in computer security.  And those with other majors or without college degrees are unlikely to have received any training in internal controls.

 Surprisingly, individuals with MBA degrees or master’s degrees in information systems are also likely to not have any significant training in financial controls unless they obtained an accounting or AIS concentration. While MBAs usually are familiar with business processes, their training in internal controls is not much different than undergraduate business students. 

IT clan membership


Similar to physicians, scientists, and musicians, information technology professionals tend to identify more closely with their profession than with their employers. They see themselves and the IT department as set apart from the rest of the company (Kym and Park, 1992). Rules and corporate policies are often, and sometimes correctly perceived as not being appropriate for IT departments.
 This line of thinking often applies to IT workers’ perception of internal controls, with detrimental results. 

IT environmental dynamism and risk


One element of risk that an organization faces is the stability of the environment in which it operates. Moore’s Law
 holds that computer processing power doubles every 18 months. The exponentially increasing power of computers and rapid growth of the Internet have resulted in a highly dynamic information technology environment.  This environmental dynamism in the IT environment has significant implications for the internal control environment.

Technological advances in computing have added new and important ways that computer systems support and implement business processes.  However, new computer technologies often have unanticipated risks associated with them that could affect the integrity of financial reports.  


A technology change with profound implications for internal control over IT systems involved in financial reporting has been the gradual shift from the “legacy” mainframe environment to the distributed client-server network environment using servers and PCs.  The centralized mainframe environment is tightly controlled. Unlike most of the new and emerging technologies, the internal controls and security features found on mainframes have evolved over four decades. Access to files and programs is tightly controlled and managed. Audit trails and logs are liberally dispersed throughout the operating system. Elaborate scheduling software ensures that programs are executed when properly authorized and in the correct sequence, and that the correct input files are used. Change control software protects the integrity of production application libraries by restricting changes to production applications to those for which all required approvals have been obtained and testing completed. 


The important point here is that the mainframe control environment evolved over several decades in a relatively stable environment. As internal control weaknesses were discovered, standard design practices and programming techniques were incorporated to address them. Over time, a programmer did not need to consider the risks associated with an application because standard design and programming practices dealt with all that were likely. 


We have not had several decades to discover control weaknesses in the more recent technologies such as complex, geographically distributed, networked, multi-platform databases. In fact, the life cycle of many new technologies can be measured in months rather than decades. The risks associated with applications developed using such technologies are not as well known and design and programming practices have not incorporated internal controls over time. Accordingly, there is a much greater need for risk awareness on the part of IT professionals utilizing new technologies.  In a client-server environment instead of easily controlled terminals, users have powerful PCs that can go on the Internet, send and receive e-mail, and create and save files.  The many computers involved in a client-server network are difficult to configure correctly and monitor.  Physical security of the machines themselves may vary across locations.  Responsibility for back-ups is dispersed, in many cases among end-users, who view it as a low priority task. 

The risks of new technology are often not fully understood. However, most cost-benefit analysis relating to the introduction of new technology fails to consider control risks. In fact, new risks and internal control weaknesses are often created faster than they can be discovered and dealt with. For example, the Windows operating system used in conjunction with the Internet is responsible for substantial increases in personal productivity and efficiency. However, these advances had a price of substantial new risks relating to data integrity and security. Everyone is familiar with constant threats from viruses, worms and Trojans. 
Early wireless LANs provided significant benefits and reduced costs for corporate users. However, they used flawed algorithms that allowed unauthorized access to the network and compromised information security (Messmer, 2004).  New and emerging technologies such as Radio Frequency Identification (RFID) tags, Extensible Business Reporting Language (XBRL), continuous reporting/continuous auditing and object-oriented databases bring new financial control challenges.     

Internal Control Consequences of IT characteristics

The lack of domain knowledge, components of IT culture described above, and lack of specific internal control knowledge can combine to create significant weaknesses in controls in systems IT develops. Consider the decisions that might be made by a systems developer in the face of extreme deadline pressure that has little understanding of accounting, business processes, and control concepts who also believes that controls are incidental extras. What would appear to be a minor flaw that can be fixed after system implementation could in fact be a material control weakness. IT developers without control awareness and without domain knowledge cannot fully understand consequences and risks associated with such a decision.

The importance of domain knowledge was cited by Korson (1999). A manager of a large government project was quite upset to learn that a software system developed in his department incorrectly warned of an incoming ICBM missile.  The programmer disclaimed responsibility, blaming poor specifications.  The project manager acknowledged a minor imperfection in the specification document but believed that any programmer working on this project should have learned enough about interpreting radar data to read between the lines of the specification document. 

The authors of this article have witnessed situations where luck exposed massive control weaknesses that resulted from IT practitioner’s naivete in business processes or internal control principles.  A potential of unrecorded transactions, unhedged risk exposures, and miscalculated interest are examples of what can result from a system developer’s choice of technical design. Some of these exposures can be caught through testing, audits or through compensating controls, but the point here is that they resulted from the IT worker’s lack of risk awareness, and control and business knowledge.    

What can management do?



Management can address the above issues in a variety of ways. Exhibit 3 lists suggestions that may be used to mitigate any IT cultural concerns in your organization.   

Increase the level of risk awareness


Top management should evaluate the risk awareness of the information technology staff. This can be done in several ways. For example, DuPont is reported as recently putting 1,400 IT employees through a crash course in internal controls (Worthen, 2003). Numerous consulting and training firms offer appropriate courses. An alternative may well be available from your internal auditing department. A number of organizations have raised risk awareness within their organizations by utilizing a new internal audit methodology known as control self-assessment.

Align IT goals with the organization’s goals

Typically, the alignment of IT goals with organization goals is the frequently cited purpose of using return-on-investment (ROI) to evaluate and select IT projects. This capital budgeting approach to allocating resources makes sure that IT investments are in support of an organization’s objectives. We use this phrase somewhat differently. We are describing the need to align the efforts of individuals within the IT function with the organization’s goals.

 Because of extensive and often esoteric technical skills required to develop and maintain computer systems, IT has been perceived and perceives itself as apart from other functional units of the business organization. This perception is reinforced by the highly narrow and specialized jobs of many IT workers and a sense of separation from the business units and the company as a whole, which results in a misalignment between IT departmental goals, individual goals and company’s goals.

A practice that may well help is to loan IT analysts and systems developers to the business unit for a brief period, say a week, each year. The intent would be for the IT worker to put themselves in the shoes of the users for which they design and develop systems. This would provide a number of benefits. First, the IT worker would gain a hands-on understanding of business processes they support. Second, they can obtain first hand knowledge of the efficiency, usability and effectiveness of the systems they design and support. Finally, this would decrease the sense of separation between the IT worker and the business units.

Encourage IT workers to learn about business processes and internal control


Management can encourage IT employees to obtain training in business fundamentals, processes and internal controls. College courses, seminars and in-house training can be incorporated in each IT employee’s profession development plan and appropriate incentives provided for achieving professional development goals.

Utilize your internal audit department as consultants


Your internal audit department may well have the expertise your firm needs to evaluate your IT department’s control environment and to develop a plan for increasing their control awareness. The internal audit department is frequently an underutilized resource. Due to independence issues, they may not be able to design internal controls used in your business processes, but they can definitely provide timely and usually less expensive advice. Your internal audit department may also be able to facilitate control self-assessment workshops within your organization as described below. 

Adopt a comprehensive control framework

The IT Governance Institute of the Information Systems Audit and Control Foundation has created a comprehensive framework of information technology control known as the Control Objectives for Information and Related Technology (COBIT) (IT Governance Institute, 2000). While other frameworks exist, COBIT maps well to the requirements of Sarbanes-Oxley (McCollum, 2004). Also, consider the advice presented in IT Control Objectives for Sarbanes-Oxley (ISACF, 2003)

 Summary

In summary, this article raises several important issues. First, the information technology function is crucial to the control environment and the success of any Sarbanes-Oxley initiative. Today, the use of IT is fundamental to the financial reporting process. Second, the information technology area does not necessarily view the effectiveness of financial controls as their responsibility. However, the Sarbanes-Oxley Act imposes new responsibilities on companies, some of which will necessarily be delegated to the IT function. The IT function needs to understand and accept these responsibilities. Third, few of the individuals in the IT area have a background in internal controls or business processes. This knowledge will have to be obtained so that the IT function can efficiently and effectively discharge its new responsibilities.  Finally, there are aspects of the information technology professional culture that may hamper efforts to improve the control environment. Such cultural issues need to be identified and addressed within every organization. 


This article does not address the issues it identifies in the context of an outsourced information technology function.  While many of the issues raised apply to an outsourced IT function, we believe that outsourcing adds a new dimension to the cultural and control issues that should be examined separately.
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Exhibit 1

Major Issues relating to IT and internal control 

· Management failure to recognize critical role of IT function with respect to financial controls

· IT’s failure to recognize their critical role with respect to financial controls

· Missing/Incorrect/Obsolete systems documentation.

· Failure to include IT in Sarbanes-Oxley compliance initiatives.

 Exhibit 2

Cultural Issues within the information technology function

· IT perceives itself significantly different from other business units

· Preference for new technologies

· Perception of business processes knowledge as relatively unimportant

· Perception of internal control knowledge as relatively unimportant 

Exhibit 3

Suggestions to Avoid IT Problems in your Sarbanes-Oxley initiatives

· Better utilize internal audit.

· Adopt a comprehensive control framework.

· Raise level of risk awareness of IT and other personnel.

· Train IT and others on internal control.

· Include IT on Sarbanes Oxley and internal control planning committees.

· Have IT personnel work on loan in other functional departments.

� For many reasons, this perception is not entirely without merit. For example, the delays in going through the normal chain of command during a system emergency can result in substantial losses to the company.


� Moore’s Law actually states that the number of transistors that can fit on a given size of silicon will double every eighteen months. The number of transistors is a rough approximation of computing power.
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